Market Participant Identity Management
Background/Reason for Change

Texas Nodal requires a level of sophistication in how it manages the identities of external users that goes beyond the current Zonal solution.  
In general managing user identities involves

· Creating identities for each Market Participant’s users 

· Defining policies that govern how Market Participant users access ERCOT content 

· Guarding ERCOT’s content according to the access policies 

· Providing identity information to the component Nodal applications 

The current external identity management solution is in operation without incident but the drivers for an enhanced Nodal solution are to:

· Address inefficiencies that exist in the current solution 

· Incorporate substantial change needed to manage the volume and granularity of access necessary to support the Nodal systems.

· Align with changes planned to manage internal ERCOT identities (Single Enterprise Standard)
· Consolidate and automate User Security Administration tasks so that one group can manage all ERCOT identities 

· Delegate User Security Administrators (USA) tasks related to Market Participant users to Market Participant USAs 

· Extend access controls to web services 

· Enhance the infrastructure components that guard ERCOT content and provide access to external users 
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