
ERCOT Nodal Operating Guides
Section 8

Attachment B
Protection System Misoperation Report

October 1, 2011
Protection System Misoperation Report

(1)
Protective Relay system and automatic reclosing misoperations shall be reported in the format requested by the Texas Reliability Entity (Texas RE).  As a minimum, all fields of data specified in the table below shall be included in the report.  The file shall include the "Field Names" listed in the table below as headers for each field and the data size/format shall match "Size and/or Format" specified in the table below.
(2)
Each row in the Protection System Misoperation Report records one misoperation.  If an event has more than one misoperation associated with it, there should be more than one row reported that pertains to the event.  In a multi-misoperation event, information from one misoperation can be copied or repeated in another misoperation associated with the same event, if appropriate.  In this case, providing the Transmission Availability Data System (TADS) event code identifies that each misoperation was associated with a single event.

	Field Name
	Type
	Size and/or Format
	Description

	A. Resubmittal Check
	Text
	Drop down
	North American Electric Reliability Corporation (NERC) reporting requirements include quarterly reporting.  Individual misoperation entries may require review and updates that bridge the quarterly reporting requirements.  To capture metrics properly notification of resubmittal is required.  Default is No.

	B. Regional Entity
	Text
	Drop down
	Name of Regional Entity

	C. Entity Name
	Text
	25 characters
	Name of Entity (NERC Registration Name)

	D. Misoperation Date
	Date
	mm/dd/yyyy
	The date of the misoperation.

	E. Misoperation Time
	Time
	hh:mm:ss
	The time at which misoperation occurred in 24-hour format – this could be time marked by the relay if it is synchronized with GPS clock, time noted by each facility owner’s or operator’s operations control center.

	F. Time zone
	Text
	Drop down
	Define the standard time zone of the misoperation time noted (i.e. CST, EST, etc.)

	G. Facility Name (Location of misoperation)
	Text
	Name used in Network Operations Model per TAC approved naming convention
	Identify the name of the facility (i.e., substation or generating station) where the misoperation occurred.

	H. Equipment Name (protected by Protection System that Misoperated)
	Text
	Name used in Network Operations Model per TAC approved naming convention
	Identify by name the generator, transmission line, transformer, bus or equipment protected by the Protection System that Misoperated.

	I. Equipment Type
	Text
	Drop down
	Select type of equipment being protected ( e.g., Line, Transformer, etc.) from drop-down list

	J. Facility Voltage
	Text
	Drop down
	Select system voltage (in kV) of the protected element (if transformer, high side kV) from drop-down list.

	K. Equipment Removed from Service
	Text
	32,767, utilizing Names used in Network Operations Model per TAC approved naming convention
	Enter names of the equipment becoming unavailable due to the event (Equipment only refers to circuits, transformers, busses, but not breakers unless the breaker is the only element). 

	L. Event Description
	Text
	32,767
	Provide a brief description of the event and detailed description of misoperation root causes (see cause code in Column N). 

	M. Misoperation Category
	Text
	Drop down
	Select Misoperation Category from drop-down list. 

	N. Cause(s) of misoperation
	Text
	Drop down
	Select root cause(s) of the misoperation from drop-down list. Detailed definitions of the root causes are provided.

	O. Protection Systems/Components that Misoperated
	Text
	32,767
	Only provide information on the components/protective relay systems that misoperated.  If misoperated components are relays, list relay models (types) and protection schemes.

	P. Relay Technology
	Text
	Drop down
	Select Electromechanical, Solid State, or Micro Processor from drop-down list

	Q. Is this a TADS reportable outage?
	Text
	Automated
	This field is automatically populated based on Voltage selection.  No manual entry is needed.

	R. Corresponding TADS Cause Code
	Text
	Automated
	This field is automatically populated to show the corresponding TADS cause code(s). No manual entry is needed.

	S. Enter one or more TADS "Event IDs" if this is a TADS reportable outage?
	Text
	32,767
	Create a TADS Event ID using TADS Form 5

	T. Analysis and Corrective Action Status
	Text
	Drop down
	Select the status from drop-down list.  In general, misoperation analysis is conducted first, and then a Corrective Action Plan will be developed and implemented to mitigate the misoperation.

	U. Corrective Action Plan
	Text
	32,767
	Identify the corrective action(s).

	V. Corrective Action Plan Target Completion Date
	Date
	mm/dd/yyyy
	If corrective actions are not complete, estimate when they will be complete.

	W. Actual Completion Date
	Date
	mm/dd/yyyy
	If corrective actions are complete, enter actual completion date.                                                        

	X. Reported By
	Text
	25
	Enter the name of the person filling out the report.

	Y. Phone
	Text
	50
	Enter the reporting person’s phone number.

	Z. E-Mail
	Text
	50
	Enter the reporting person’s E-MAIL address.

	AA. Date Reported
	Date
	mm/dd/yyyy
	Enter the report date.


	Causes(s) of Misoperation

	AC system
	This category includes misoperations due to problems in the ac inputs to the protective relay system.  Examples would include misoperations associated with CT saturation, loss of potential, or rodent damaged wiring in voltage or current circuit.

	As-left personnel error
	This category includes misoperations due to the as-left condition of the protective relay system following maintenance or construction procedures. These include test switches left open, wiring errors not associated with incorrect drawings, carrier grounds left in place, or settings placed in the wrong relay, or incorrect field settings left in the relay that do not match engineering approved settings.

	Communication failures
	This category includes misoperations due to failures in the communication systems associated with protection schemes inclusive of transmitters and receivers. Examples would include misoperations caused by loss of carrier, spurious transfer trips associated with noise, Telco errors resulting in malperformance of communications over leased lines, loss of fiber optic communication equipment, or microwave problems associated with weather conditions.

	DC system
	This category includes misoperations due to problems in the DC control circuits. These include problems in the battery or charging systems, trip wiring to breakers, or loss of dc power to a relay or communication device.

	Incorrect setting/logic/design errors
	This category includes misoperations due to “engineering” errors by the protective relay system  owner. These include setting errors, errors in documentation, and errors in application. Examples would include uncoordinated settings, incorrect schematics, or multiple CT grounds in the design.

	Relay failures/malfunctions
	This category includes misoperations due to improper operation of the relays themselves. These may be due to component failures, physical damage to a device, firmware problems, or manufacturer errors. Examples would include misoperations caused by changes in relay characteristic due to capacitor aging, misfiring thyristors, damage due to water from a leaking roof, relay power supply failure, or internal wiring/logic error. Failures of auxiliary tripping relays fall under this category.

	Unknown/unexplainable
	Requires extensive documentation of investigative actions if this cause code is utilized.
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